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Abstract 
In this work, we have used a new concept of sensor-
based seed generator in order to generate the keys for 
a stream cipher based on Skew Tent Map and a 
Linear Feedback Shift Register. The cryptosystem 
has been implemented in a Xilinx Virtex 7 FPGA 
VC707 Evaluation Kit and has been proven to be fast 
and secure. 
 
Introduction 
Due to the necessity of encrypting high amounts of 
data in real time, there has been an increasing interest 
in cryptography in the last years. Usually, stream 
ciphers are used when a high encryption speed is 
required. In this ciphers, a seed (key) is used in order 
to generate a long pseudorandom sequence 
(keystream). Each digit of the pseudorandom 
sequence is combined with a bit from the plaintext 
with an XOR operation in order to give a digit of the 
ciphertext stream. By using the same key, the 
receiver is capable of generating the same keystream 
and, therefore, can decode the message by combining 
each bit from the key and the keystream with an XOR 
operation. 
Some of the most promising stream ciphers are based 
on chaotic maps since they are able to provide both 
high speed and security [1]. However, it has been 
proved that, in order to be secure, the same key 
cannot be used several times in these type of 
cryptosystems. Furthermore, the key should be 
difficult to guess so it is not advisable that the key is 
generated by a person or a predictable algorithm. 
Therefore, it is advisable to have a mechanism 
capable of generating true random seeds. In our 
work, we have used the noise generated by the 
ADXL 335 MEMS accelerometer to generate true 
random seeds. Our motivation comes from the fact 
that previous researches have shown that MEMS 
accelerometers are capable of generating good 
random numbers [2]. Furthermore, MEMS 
accelerometers are cheap and are present in many 
wireless devices (such as cellphones, laptops, 
vehicles, etc.). 
Communication system 
In this work, we have used a cryptosystem based on 
a combination of a Skew Tent Map (STM) and a 
Linear Feedback Shift Register (LFSR). Due to the 
ergodic property of the chaotic systems, any chaotic 
map such as the STM is expected to generate 
pseudorandom sequences. Furthermore, the STM is 
one of the simplest systems with a continuous region 
in which all parameter values retain complete 
chaocity [3], which makes it a good choice. However, 
when a chaotic map is digitized, the period length of 
the generated sequences is usually very small which 
results in poor randomness. The LFSR guarantees 
that the period length of the generated sequences is 
big enough improving considerably the quality of the 
cryptosystem, which has been shown for the 
Modified Logistic Map (MLM) [4]. 
In order to generate the seeds, we have acquired the 
signal produced by the accelerometer at rest by 
means of a low-noise real-time digital oscilloscope. 
Then, we have used this signal to generate the initial 
parameters of the STM-LFSR system. The block 
diagram of the chaotic encryption system is shown in 
Fig. 1. 
Conclusions 
The stream cipher has been implemented in a Xilinx 
Virtex 7 FPGA VC707 Evaluation Kit and has 
achieved a throughput of 200 Mbps using 390 LUTs. 
In order to test the security of this system, several 
sequences have been generated and have been 
subjected to the National Institute of Standard and 
Technology (NIST) randomness tests. All of them 
have passed the tests proving that the proposed 
system is secure. Furthermore, we have tested the 
randomness of some sequences generated using the 
STM only in order to check that the inclusion of an 
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LFSR results in improved randomness. Fig. 2 shows 
the NIST randomness results for sequences generated 
by the STM and the STM-LFSR respectively. 
In conclusion, a new fast and secure stream cipher 
with a TRNG seed generator has been proposed and 
has been implemented in an FPGA platform. The 
NIST randomness tests have proven that this system 
is secure.  
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 Fig. 1. Block diagram of the chaotic encryption system 
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Fig. 2. NIST results for a chaotic sequence generated by (a) STM algorithm (b) STM-LFSR algorithm. 
 
